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T-Mobile breached by hackers as 37 million
customers impacted

The company went through extensive cybersecurity measures after a previous hack.

By Luke Barr
January 20, 2023, 11:57 AM 0O X & &

Hackers steal personal info on 37 million T-Mobille customers Addresses, phone numbers and dates of birth were stolen

but the company says credit cards were not exposed.
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Most high-impact API vulnerabilities do not require
advanced attackers

IMPACT VS ATTACKER SKILL

IMPACT

HIGH/CRITICAL

67%

ATTACKER SKILLS

---------------------------------
...............................
-----------------------------

SCRIPT KIDDIE ORGANIZED
EXPLOITABLE CYBERCRIME
56% 40%

Source:
Wallarm 2026 API ThreatStats Report




What causes most

security vulnerabilities
in APIs?




Authorization
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OWASP API Security Top 10 — mostly authorization

m Broken Object Level Authorization (BOLA)
API2 Broken Authentication

m Broken Object Property Level Authorization
API4  Unrestricted Resource Consumption

m Broken Function Level Authorization (BFLA)

m Unrestricted Access to Sensitive Business Flows

AuthZ

Authz

Other

AuthZzZ

AuthZ

4/6

of the top six risks are
authorization failures.



Your homework:

What Broken Object
Level Authorization
(BOLA) is?
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BOLA shows that

Nobody takes
authorization seriously
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II. Authorization is not the
same as authentication



AUTHENTICATION

y_

"Who are you?”

Login, password, MFA, SSO.
Proves identity — nothing more.

AUTHORIZATION

"What are you
allowed to do?”

Roles, scopes, policies, rules.
Enforced at every action.



What is IAM?
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What is IAM?

a0
The discipline of deciding who gets to do what,
/nside your system.

who is making the request
what they're allowed to do



IAM is one of many domains within cybersecurity

Based on ISC? CISSP Common Body of Knowledge — the industry standard framework

Security and
Risk Management

Communication
and
Network Security
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In practice, when
developers use IAM?
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The moments that force a developer to learn IAM:

Add a login page to the app.
Connect our app to Google / GitHub / Apple.
Only admins should be able to delete things.
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If authorization is the
problem, what is the
solution?
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Year 2010. The problem was:

“I want to let a 3rd-party
photo printing service access
my photos stored online,
without giving my password”

SPINVERSE
—



Solution:

A framework that gives an
app limited, revocable access
to your data without ever
sharing your credentials.
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That framework is OAuth 2.0

The cornerstone of modern
authorization frameworks
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OAuth 2.0 uses
short-lived access
tokens
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Hotel keycard Analogy

Hotel room
Guest (You) = Il;loor lock =
The User esource
Keycard = Server
Access Token (API)
Hotel : .
reception = )

Authorization
Server

HOTEL
= <
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In OAuth 2.0, what
are scopes?
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Examples of OAuth consent page

G Sign in with Google

gmailr-fun wants access to your
Google Account

* jenny.f.bryan@gmail.com

Select what gmailr-fun can access

Associate you with your personal info on
Google

‘ See your primary Google Account email
address

™ Read, compose, send, and permanently delete
all your email from Gmail. Learn more

SPINVERSE
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B Microsoft
testuser@fourthcoffeetest.onmicrosoft.com

Permissions requested

™ Best Practices Demo
Fabrikam, Inc. &

Microsoft 365 Certified (g

This application is not published by Microsoft.

This app would like to:
v/ Have full access to your calendars

v View your basic profile

SCOPES



User

Resource owner

Authorization
server

OAuth 2.0. The four-step dance

1. Log in and consent to scopes
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»

Client

The application

API

Holds data

2. Access token (with scopes)

»

3. API request with token

v

4. Returns data

A



Now,

what happens when Al
agents come into the
equation?
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1. The agent has no identity of
Iits own.

Nobody downstream can tell the difference.



When an email arrives, a calendar event is created, a record is updated...

..the receiving system sees one thing:

No audit trail. No accountability. No governance.



2. Traditional authorization
works when you can

Al agents decide what to do at runtime.
You cannot pre-specity It.



Traditional systems: the developer knows every action in
advance

i defines read: database A

write: queue B
call: api 1, api_ 2,
api 3

developer

knows what the
system will do

| grants




Al agents: actions emerge at runtime, nobody pre-

o

Al agent

reasons about what

to do at runtime

?7?7?

specified them

@ SCOPE? — unknowable at
design time

? maybe email
7 maybe calendar

2 discovers unknown APIs

I—I—I

Too narrow

Too broad

Unpredictable

X can't read email

A reads all email

? discovers new API

X can't write calendar

A\ rewrites any calendar

? spawns sub-agent

X blocked by scope

A calls anything

Agent is blocked.
lask fails.

Agent has
more than it needs.

Nobody knows
what happens next.




3. Delegation chains dissolve

By the last hop, the users intent and scope are gone.



The Multi-Agent Chain Problem

You — Orchestrator___ Sub-agent _ External API
Click Allow Agent A Agent B Payment / Email
Grants scope Passes token Passes token What scope
{o... fo... remains?
SPINVERSE
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Today, agent applications
implement makeshift

S O I u t I o n S < C Q@ superhuman.com
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everywhere you work

Mail, Docs, and Al that works in every app and tab

B o% % &

Contact sales Login m

->

Get Superhuman

L3
A
Looks like you're chatting with Antonio and
Laura in the #launch-project-chat and need
to book a meeting. Would you like me to find a
good time? £22 Tailor this language for executives
yes!
You're all available during these times: A [a) Team workspace
Streamlining Team Documentation
I've been thinking about how our team can streamline the
onboarding process for new-hires. Right now,

® Monday at 3:00 PM | ® Tuesday at 1:00 PM

SPINVERSE
book it for monday S

[— ———




III. How IAM becomes the
control layer



A control layer is

needed.
IAM is needed.
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IAM is the Control Layer

Resource owner

Authorization server

IAM

(PDP: Policy Decision Point)

Application

(OAuth 2.0 client)

Al agents

APl gateway
(PEP: Policy Enforcement Point)

Resource servers (Protected APIs)

Enterprise APIs Al platform APIs SEERYAN S Data APIs
ERP - CRM - HR - Finance OpenAl - Claude - Gemini Salesforce - Slack - Drive DB - Data lakes - Streams




Al Agents’

authorization
problem is not solved
yet

RFC 8693 OAuth 2.0 Token Exchange
RFC 9396 OAuth 2.0 Rich Authorization Requests (RAR)

Agent2Agent (A2A) Protocol
SPINVERSE

[ ~— e ——



API PROTECTION WITH OAUTH:

AUTHORIZATION
CODE GRANT

+ PKCE

PKCE is a MUST for public clients, recommended for confidential clients
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OAuth 2.0 expertise should be in-

house.

Someone in-house must understand

IAM well.
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T-Mobile breached by hackers as 37 million
customers impacted

The company went through extensive cybersecurity measures after a previous hack.

By Luke Barr
January 20, 2023, 11:57 AM 0O X & &

Hackers steal personal info on 37 million T-Mobille customers Addresses, phone numbers and dates of birth were stolen

but the company says credit cards were not exposed.



Teams that understand IAM

won’'t be in the headlines

Oscar Santolalla
oscar.santolalla@spinverse.com
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